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B&EE&EEA CIP: Critical Infrastructure Protection, RAMS: Reliability, Availability, Maintainability and Safety,
WIB: International Instrument Users’ Association, NISTIR: National Institute of Standards and Technology Interagency Report,
NERC: North American Electric Reliability Corporation, EDSA: Embedded Device Security Assurance, SSA: System Security Assurance

B 27 L= U T o PR OB

.= IEC
YATL | 62443

[=]
Rev.5

ANiICpdR

Abstract

Due to applying open communication technologies and wireless communication technologies, the anxiety of
illegal disclosure of operating data about control system equipments has been arising. To protect control systems
from an illegal operation, some security technologies and standards have been introduced. Especially, the
international standard of IEC 62443 is the most promising.

To utilize wireless technologies on social infrastructure systems, which may be used over 30 years in some cases,
author proposed that wireless technologies should be used in the manner of control system security.



